oin
Introduction \ Initial Login \ atego
imi

CSA — Customer Self Administration

5. User Set Up & Assigning of User Rights
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User Set Up | :

e Tosetup anew User-goto

. . ~ |Administration x|
A Administration menu Wy Settings

* Users
b Ouick Links
r(User Details
4 e oS
g U Se rS ¢ Joint Category Limits
F Sign On Passwords
b Active User Reports
b Audit Reports

@ User Details T

u System Uilities
(¥ [other Services

e Click on Add User
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User Set Up

 The User input screen has 5 Information tabs

o A “¥ nextto a field indicates that the field is mandatory

Maintain Users - Michael Green {greenm )

User Preferences

Entitlement Rights  Authorization Rights  User Configuration

csal@esa72.eu

User Details
User Id* [areenm |
Title [ | Selutation [har. ~|
First Mame * ‘M\chae\ ‘ Miciclle Iritials ‘
Last Name * [areen | Buiding [
Company * | D& Cama CSA Sub Companay v Area \
e-Mal Address * [mareen@casa.com Street* [t London Rosa

Phone Ma. =
NMobile Phone Mo
Fa Mo,

Courtry *

‘Md 207 444 5555

City Coce/Zip Cods

City *

Stete

[ United Kingriom

I =

‘London

e )

Bank Branch Mame *

e-Mail Address

Street

\ |
\ | E |
Phone M. [ | Gty Cocle/Zip Cods I |
Fax No [ | ity [ |
Building [ | Stete [ |
Area ‘ ‘ Courtry ‘ ‘
| |Activation Details
Logon Locked O
S T TTECTA =)
 Mandatory Fields
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Personal Details Tab .

o Itis important to have a naming convention throughout
the company

o System will validate that the e-mail address contains @

 The system will default Helpdesk details when a Country
IS selected

e Itis possible to lock the User logon
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User set up in US .

Set up differs slightly for US domain (ends in .ny)

Users log in using Web SSO (Web Single Sign On)
 The User Sign On is the actual e-mail address

o Users are assigned a short name
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User Preferences Tab - )

This tab defines the details pertaining to the country of

residence for the User
Defines language, local currency and time zone
Defines date and number formats

This tab is shown only for new setups (initial settings)

Maintain Users - Michael Green { greemm ) osali@esa72.eu
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Entitlement Rights Tab . =
« Wizard set up like User Roles
e Can add more than one Role to a User

e Option to view or set up Roles

Maintain Users - Michael Green (greenm}) csal @esal2. eu
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Authorization Rights Tab =

 Tick box “Authorization Enabled” to activate the wizard

o Select appropriate authorize medium (note: please
provide the user with the selected authorization medium)

e Can add more than one Role to a User
* Option to view or set up Roles

e User has option to anymmgﬂggm_their own Instructions
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User Configuration Tab

* Defines the Login Mode (in cases where login via a media
such as Smart Card has been defined, please ensure that
the user is provided with the device)

* Defines all other User Rights

Maintain Users - Michael Green (greenm) sl @eosalZ.eu

Personal Data User Preferences Entitlement Rights Authorization Rights

| [Login ! Authorization Mode

Login Mocle
| [Miscellaneous Rights
Delete Instructions
Upload Files File Upload Access Yalidation ]
| [Restricted Payment Rights
Inguire MormeslRestricted Paymerts | Marmal Only - | Input MormalRestricted Paymerts * | Mormal Only |
Authorize MormalRestricted Paymerts: | hone b | Create Restricted Beneficiaries I
| |Pre-Approved Beneficiary Rights
Set-Lp Pre-Approved Beneficiaries D Approve Pre-Approved Beneficiaries D
Input Pre-approved Beneticiaries * | Mormal and Pre-Approve v i
[_[Pre Approved Template instructionfights |
Set-up Pre-Approved Template Instruction il Approve Pre-Approved Template Instructions ol
Input Pre-Approved Templste Instructions * | Mormal Onlky b |

| [Dbdi MuttiBank Version

* Mandatory Fields
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Miscellaneous Rights .

* Yes/No answers activated by ticking the boxes
@ Delete Instructions
@ Upload Files
@ File Upload Access Validation

| [Miscellaneous [
Delete Inatructions

Upload Files File Upload Acceas Yalidation []

10 A Passion to Perform. Deutsche Bank



Restricted Payment Rights =

* Defines whether the User may Inquire, Input or Authorize

Normal or Restricted Payments

 Can define whether Normal, Restricted or Both

| |Restricted Payment Rights
Incyuire: MormalRestricted Payments * | Marmal Only v ‘ Input MormalRestricted Paymerts *
Luthorize NormalRestricted Payments | hlarmal Only ¥ ‘ Create Restricted Beneficiaries
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Pre-Approved Beneficiary Righis e

* Defines whether the User may set up or approve Pre-
Approved Beneficiaries

* Yes/No indicated by ticking the box

* Defines whether the User may Input any payment relating
to Normal, Pre-Approved or Both

. Pre-Approved Beneficiary Rights
Set-Up Pre-Approved Beneficiaries D Lpprove Pre-Approved Beneficiaries D

gLt Pre-Approved Bengficiaries * ‘ flaormal Only v |
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Pre-Approved Template INnStruclom I g s

* Defines whether the User may set up or approve Pre-
Approved Template Instructions

* Yes/No indicated by ticking the box

* Defines whether the User may Input using Normal
Templates , Pre-Approved Templates or Both

. Pre-Approved Template In!::tructiun Rights
Set-up Pre-Appraved Template Instruction

Approve Pre-Appraved Template Instructions |:|

Input Pre-Approved Template Instructions *
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New User ~ ?

« Complete all tabs and click on Save

 The New User will now appear on the list of Users with an

Approval Status of “Pending Approval”
Note: This item needs to be approved by a 2nd CSA admin

E} greenm Green, Michael Yes Mo Q Admin, Charles 14.11 2007 In=ert Pending Approval  Active
173532
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Workshop .

Define a new User Profile and attach one of the User Roles

that you defined eatrlier.

Check that it appears on the list of Users with an Approval

Status of Pending Approval
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Password ?

e Once Approved, system prompts to set up new password

3 db-direct interneg - Information Message -- Web Page... ?
A
.

Your request is being sent for processing, don't forget
to assign Sign on Password to the newly created user.
Click OK to continue.

e Click on OK and continue
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Approved User =

17

The new record will appear on the list of Users as

User Name Authorizer  User qser Last Upiist o et
A r OV e d mmmmmmmmmmmmmmmm

I I ‘} csal Admin, Charles Mo Yes Q. PRIS03, PRIS0S
E} nnnnnnnn Alichorne, Caroling Mo I O Signstory, Mike
2 brawn jim  Brown,James O signstory,Mke 13112007 Approve  Approved o
s 160210
E} JJJJJJJJJ Jonies, Mary O Signatory,Mke 13112007 Approve  Approved Mot Active
%, GGGGGGGGGGGGGG Q. Admin, Charles 13062007  Update  Pending Approval  Active

User Rights will show all permissions linked to the User
er

Righit=

(click on the magnifying glass)

Q

The Last Action is Approve
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Deactivating a User .

o Active Status Column has 2 options
@ Active

@ Not Active

« User can be locked out by activating the Logon Locked
field

Logon Locked

Start Date * [13.11.2007 22
* Mandatory Fields
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Workshop .

Approve the User input by another delegate

Check that it appears on the list of Users as Approved
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=

Copy function | s

e Can use Copy to copy similar detalls

e Only fields that are not unique will be copied

;;131..:1.11_—dira_r..:.l_.i'u.t'a_r_na.t:-.Err_qr__Mgs;agg_.;;Jth.-Eﬂgg Dialog EIEJ

The following will not be copied: First Hame, Last
Hame, Title, e-Mail Address, User ID and Authorization
Rights. The Start Date has been set to today's date.
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_
Summary .

* The delegate will now understand :

@ The tabs and fields within the User set up
@ How to assign roles to a User profile

@ How to set up an Authorization Role

@ How to deactivate (lock) a User

@ How to use the Copy function
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